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Abstract 
The vast amount of online information demands readers to check its credibility since fabricated 

information has widely been misused and also supported by a lack of filters in web-based sources in 

ensuring its quality. In practice, checking the credibility of an online source is not an easy task to do 

as searchers need to consider several aspects in its application.  This happens due to some factors, 

such as language and searchers’ willingness in identifying the quality of online information. This 

paper focuses on the evaluation of online sources' credibility covering scholars’ definitions of online 

sources credibility, English-native and foreign searchers’ perspective in judging online sources, and 

varied criteria applied in online sources credibility in which give insight for readers about this issue 

and provide references for further study.      
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INTRODUCTION  
The dynamic changes in society as a result of the advancement of technology influence the way on how 

people search for information as Oktaviani & Desiarti (2017) said that technology has influenced many aspect of 

human life in the 21st century. In the past few decades, people relied on traditional media to get the sources that 

they need. Meanwhile, there is a significant transformation as rapidly developed technology plays an important 

role in providing a convenient platform to access information through electronic media. It is in line with Sari 

(2020) who mentioned that advanced technology helps people to maximize the use of the internet and digital media 

to gain abundant sources or information. Therefore, people nowadays tend to use more electronic media integrated 

with the internet in getting sources, especially digital native (Oktaviani & Mandasari, 2020). The reliance on 

searching for information on the internet, on the other hand, leads people to the problematic situation in identifying 

misleading information since the availability of varied sources on the web has led to confusion in determining 

what and whom to trust (Robins et. al, 2010; Fisher et al. 2008; Goldbeck, 2008). Besides, Tudjman and Mikelic 

(2003) emphasized that some misinformation misguidedly has been used for information on the internet since it is 

found that the internet has a limited number of filters toward accessible information online (Flanagin & Metzger, 

2000; Johnson & Kaye, 1998; Rieh & Belkin, 1998).  

Comparing to conventional based information, people should verify sources anytime they access online-

based information. This should be done since the massive quantity and availability of online information creates 

issues about credibility as the source of information since its quality and accuracy are less clear than traditional-

based information. Besides, the information found online is more prone to a modification that needs efforts to 

detect (Alexander & Tate, 1999; Flanagin & Metzger, 2000). Hence, the process of validating information is 

emphasized due to the lack of professional gatekeepers in ensuring the accuracy of sources because of the 

abundance of information that would need to be scrutinized. Johnson and Kaye (1998) stated that the insufficient 

number of reviews in web-based information leads to hesitancy in confirming the quality of sources. As the result, 

evaluating online sources is indeed important. However, the increasing dependence on searching sources online 

does not necessarily make people especially students to judge its quality. This is proven from the study of Media 

Awareness Network (2001) that the youngest people do not check the quality of online information for its 

credibility, reliability, or authenticity. In a similar vein, the report of the Stanford University History and Civic 

group which examined 7,804 of both middle and college students across 12 states about their ability in judging the 

credibility of information outlined that students were suffering to differentiate reliable sources over the internet. 

Furthermore, they were also confused to distinguish between advertisements and news articles from websites.  
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Another study by Lubans (1999) illustrated while most students involved in this study indicated that online sources 

assist them in obtaining as much information that needs, on the contrary, the students also think that the quality of 

information is not important for them. Thus, based on studies, it can be concluded that there is hesitancy among 

students in checking sources that they found online.  

Scholars whose expertise in credibility like Wathen & Burkell (2002, p. 153) define credibility as something 

that is associated with believability. While Rieh (2010, p. 1338) refers to credibility as people's assessment of 

whether the information is trustworthy based on their expertise and knowledge. Information credibility, 

additionally, refers to the ability of someone in recognizing information that he or she believes to be true. When 

checking credibility, the ability of online reading is also considered as it covers searching for and evaluating the 

information aspects. Serafni (2012) stated that reading online demands readers to interpret and negotiate both the 

design element and graphic images to comprehend the written language. Lacking reading online ability may lead 

readers to get confused in evaluating the credibility of sources, and this could be one of the factors that caused 

unwillingness to check the credibility of online sources. This paper accordingly initiates to highlight about the 

evaluation of online sources credibility, covering searchers' perception toward online sources credibility evaluation 

and varied criteria applied in evaluating.  

 

Online Sources Credibility  
The term credibility cannot be separated from the evaluation of online source credibility. As an example, 

Judd et al. (2006) applied credibility and relevance of teaching undergraduate students in assessing information 

from websites. Fogg (2003, p.122) defines credibility as authenticity. Rieh (2010, p. 1338) illustrates information 

credibility as people's judgment to determine whether information that they get is credible according to their 

expertise and knowledge. There are two notions of credibility such as trustworthiness and expertise (Rieh, 2014). 

Accordingly, trustworthy information is usually defined as real, equal, accurate, and unbiased (Rieh, 2014) while 

Fogg (2003, p.124) illustrates expertise as apparent knowledge, skill as well as experience of sources.   

Traditionally, credibility is distinguished into three aspects, source credibility, message, and media 

credibility. O' Kaffee (1990, p. 130-131) defines source credibility as an assessment done by a searcher regarding 

the credibility of a communicator. Message credibility emphasis how the message aspects such as content, structure 

and language, and presentation can influence opinions toward the credibility of information (Rieh, 2010) and media 

credibility emphasizes the believability of varied media networks throughout a message is sent (Roper, 1985). 

Flanagin & Metzger (2008) propose three kinds of credibility: conferred credibility, tabulated credibility, and 

emergent credibility. Conferred credibility refers to a condition where people identify credibility based on other 

sources' good reputations, not from the real source. Tabulated credibility depicts people's judgment about 

credibility based on peer review of individual, group, or product, and emergent credibility comes from enriched 

sources on the internet like social networking sites made by individuals (Rieh, 2008).       

According to Harris (1997), the credibility assessment involves assessment of authority, consistency, 

style, and accuracy of the text, assessment of the goal of the text, and authentication of the information in the text. 

Metzger and Flanagin (2013) suggested six methods in evaluating information credibility that is, reputation, 

authorization, steadiness, self-conformation, probability violation, and convincing intent. The reputation heuristic 

known as acknowledgment emphasizes that people tend to rely on known alternatives or familiar sources. 

Particularly, official information sources are more credible and authoritative. The authorization method proposes 

that people more thoughtlessly believe sites in the form of ratings, feedback, and testimonial suggested by both 

known and unknown individuals. The heuristic of steadiness indicates that people frequently determine credibility 

by testing to assess if the information is reliable throughout several different sources. The heuristic self-

confirmation shows that, if it suits their expectations or preceding views, people frequently interpret information 

as credible. The heuristic probability violation reveals that websites that are unsuccessful to fulfil the standards of 

individuals are considered less credible. Lastly, the convincing intent heuristic indicates that information detected 

as partisan is not considered as reliable.  

 

Evaluation of Online Sources  
The rapid development of technology provides a new format for getting information that people can 

access information online. Online sources as also known as internet sources refer to materials that you find online. 

It provides people with authentic and real communicating English (Sari, 2016). Since the easy access offered by 

the internet is promising, most people rely on it to get online information.  However, not all online sources available 

are credible. Therefore, it is suggested to evaluate the online sources because the study conducted by Brandt (1996) 

showed that information available from varied online sources mostly do not stress resources based on the 

objectivity and subjectivity of information required by users. Similarly, December (1994) stressed that no matter 

how good a website is, it would not be useful if it remains filled with low-quality, inappropriate and misleading 
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information.  Furthermore, Kovacs et al. (1994) emphasized the need to analyze information on the internet does 

not necessarily corroborate what is found but to find out the background as well as the capability of its author.          

    In a learning context, the importance of online sources is to define the method in information searching 

as Wu and Tsai (2005) stated that the evaluative principles about precision and effectiveness of information owned 

by internet users determine their approaches to search information in internet based-learning. Also, MaKinster et 

al.  (2002, p. 167) stated that the students who can assess the quality of search engine results can also identify the 

effectiveness of web pages. 

The importance of online sources credibility evaluation is also emphasized when people seek health 

information and advice online.  As outlined by Kitchens & Harle (2014) and Zhang (2013) that it is necessary for 

people in evaluating sources concerning health matters since the information obtained will influence their health-

related behavior as well as decisions. Besides, Diviani et al. (2015) emphasized that source evaluation is indeed 

essential that the insufficient ability in evaluating information will lead to people's vulnerability. To sum up, doing 

the evaluation is necessary as it can help internet users to find credibility as well as the effectiveness of information 

that they find online.   

 

Searchers' Perception toward Online Sources Credibility Evaluation  
  The easy access available online is not equal to the process of selecting credible sources. Searchers 

sometimes find it difficult to select credible sources as there are varied procedures to follow. Besides, challenges 

like insufficient filtering system, source acknowledgment make searchers get confused in determining the quality 

of online sources. Therefore, this creates various perceptions toward online sources of credibility evaluation. In 

the English native context, Rieh et al. (1998) confirmed that information source is one of the crucial aspects in 

determining searchers' perception toward online information credibility. It is found through their study that 

searchers prefer to access information online by surfing the web that they have known as credible from their peers 

or schools. This action is considered as an appropriate way to guarantee the credibility of sources because those 

searchers were doubtful to apply another way to evaluate the quality of sources without external authority. 

Meanwhile, Lackaff & Cheong (2008) depicted different perceptions of students in understanding and interpreting 

online sources through their study that source authority is not the main aspect used by students in evaluating online 

information. On the other hand, the students apply other aspects assisting them to search and evaluate online 

information such as heuristic-based on appearance and organization.  Small and Ferreira (1994) examined middle 

school students toward their perception in searching sources using printed and multimedia sources revealed that 

students take more effort in searching sources on the internet compared to print sources. It also stated that students 

showed more positive perceptions toward print sources than multimedia sources. 

Another study illustrated the perception of the credibility of online sources is done by Mehrabi et al. 

(2009) through their survey exploring factors affecting non-academic professional staff on their perception toward 

media credibility. The finding showed that participants felt that television provides more credible information 

compared to the internet, another result of this study also found that there are correlations among issue, media 

dependence, and media use regarding perception on internet and television credibility. In a similar vein but 

different finding, Flanagin and Metger (2000), discussing the comparison of credibility information between 

television and the internet reveals that participants in this study considered information on the internet is as credible 

as on television.  

   While in EFL context, Shahibi et al. (2013) examined Malaysian students' perception toward the 

credibility of information on the internet showed that in determining the credibility of online information, students 

are more focused on information sources then followed by other aspects such as web design and review of other 

internet searchers. The study conducted by Ayu (2020) on online materials used by university students showed 

that the credibility of English web-based sources of foreign-language information seeker was useful to help them 

learn English. Another result of this study also depicted that the participants of this study tend to trust English 

language sources if it is familiar with them. This factor is motivated as they found it difficult to evaluate the 

credibility of online. Similarly, Komlodi et al. (2011) illustrated that people in their study were suffering when 

conducting online sources credibility assessment in foreign language searching. This issue is supported by the fact 

that they are not familiar with particular culture as well as the organization of information within which a language 

is spoken. As the result, it creates negative perceptions among searchers.      

 

Searchers' Behavior toward Online Sources Credibility   
   Some studies depicted that there are some differences between EFL searchers' and English native 

searchers' criteria in evaluating the credibility of online sources. This discrepancy could be caused by certain 

aspects and factors that they consider to do so. For example, in the English native context, Fogg et al. (2003) 
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indicated that when evaluating the credibility of online sources, the students more rely on the visual design sites 

compared to their content. Fidel et al (1999) also highlight through one of their findings of high school student's 

behavior in assessing the credibility of online sources that high school students are more concerned with the 

graphic and design of a website.  Hirsh (1999) outlines the different criteria taken by an adult and young people in 

judging the credibility of web-based information that adult people tend to depend on accurateness and 

trustworthiness while young people more prefer topics and preferences. Bateman's (1999) survey on information 

credibility found that 48% of respondents of this study judging credibility of information based on accuracy, 

consistency, understanding, and well-written. Additionally, Hilligoss and Rieh (2008) who conducted a study 

toward the way undergraduate students specify criteria in evaluating the credibility of online information found 

that students use varied ways in determining the credibility of sources depending on the context or kind of 

information that they got comparing to use five criteria offered by Hillgoss and Rieh covering truthfulness, 

believability, trustworthiness, objectivity, and reliability.     

   While in EFL context, the study of Liu and Huang (2005) in a cross-cultural study in the United States 

and China toward the behavior of undergraduate and graduate student in judging credibility reported that 

undergraduate students depend on authors' name, reputation, and website reputation for their credibility evaluation 

while graduate students more rely on quality and accuracy of the information that they found online.  Catherine's 

(2018) study using survey toward 400 Indonesian respondents in assessing the credibility of online sources by 

using Flaginin and Metzger credibility model: believability, accuracy, trustworthiness, bias, and completeness 

showed that people more rely on trustworthiness and completeness in determining the credibility of online sources.  

Savolainen (2011) through his explorative study examines criteria applied in judging the quality and credibility of 

information on the internet toward Finnish respondents showed that in evaluating the information credibility, the 

participants employ reputation, expertise, and honesty of the author's message as the main criteria in the argument 

while assessing the quality information, they apply positive criteria like validity and negative criteria like 

dishonesty.       

Concerning the differences in choosing criteria in evaluating online sources' credibility, Callister (2000) 

confirmed that this issue is caused by the breakdown of the standard convention in choosing credibility on the 

internet. Another anecdote led the discrepancy could be supported by people's cognitive knowledge. Lang (2000) 

stated that people with a lack of cognitive ability are reluctant to process all messages that they get. Besides, they 

only choose some noticeable aspects in encoding, storing, and retrieving information. Lastly, the factor that creates 

varied criteria in credibility evaluation is unnoticed elements provided by websites. Fogg (2003) states that since 

there are some elements in a website that cannot be detected by users, those elements are excluded in users' 

credibility evaluation.           

 

CONCLUSION  
Regarding with evaluation of online sources' credibility, people have different perspectives in selecting the 

criteria depend on the source and context of information that they obtain. The unwillingness of evaluating sources' 

credibility can be caused by varied factors, for example, numerous approaches in determining the quality of 

information that create confusion. For foreign language searchers, language proficiency is considered as the main 

aspect that makes them demotivate to judge the quality of the information in English. All in all, no matter what 

factors support the refusal of assessing the credibility of online sources, evaluation is indeed essential to be applied 

to avoid the use and spread of fake news, hoaxes and fabricated information.  
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